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DETECTION OF ABNORMAL BEHAVIOR VIA NONPARAMETRIC
ESTIMATION OF THE SUPPORT*

LUC DEVROYEt AND GARY L. WISE%

Abstract. In this paper two problems are considered, both involving the nonparametric estimation of the
support of a random vector from a sequence of independent identically distributed observations. In the first
problem, after observing n independent random vectors with a common unknown distribution u, we are given
one new measurement and we wish to know whether or not it belongs to the support of w. In the second
problem, after observing the n independent random vectors with a common unknown distribution u, we then
observe n additional independent random vectors with a common unknown distribution ». In this case we
wish to know whether or not the support of » is completely contained within the support of u. Decision
schemes are presented and then convergence properties are established.

1. Introduction. A problem of increasing significance to engineers concerns the
detection of abnormal or faulty behavior of a system, plant, or machine. We assume that
we have observed the system in normal operation and that we have taken measure-
ments of the normal behavior. A measurement is assumed to be an R?-valued random
vector. All random vectors in this paper are defined on a probability space (Q, &, P).
The randomness may be due to measurement noise, parasitic effects, or random inputs.
Thus the measurements are given by X, X5, - - -, X,,, a sequence of R“-valued random
vectors which we assume are independent with a common unknown probability
measure u defined on the Borel sets of R”.

Classically, the assumption is made that one has access at the present time to m
independent observations X1, X5, - - -, X, with common probability measure », and
the system is said to behave differently, or abnormally, if » # u. To detect such a change
in distribution, several tests have been proposed (Kolmogorov [5], Smirnov [8], Cramér
[1], von Mises [9], Lehmann [6], Renyi [7], and Wald and Wolfowitz [10]). For a survey
of tests of this type, we refer to the book of Hajek and Sidak [3, pp. 90-94] and the early
survey article of Darling [2].

The first problem we treat in this paper is concerned with taking one new
observation. For economic reasons, lack of time, or practical limitations, only one new

. observation X can be made and there is no hope to recover or approximate » as with the
large sample X1, X5, - - - X,,. Regardless of v, we say that the system behaves abnor-
mally if X & S, the support of . In several practical applications, the complement S° of §
can be considered as a danger area because under normal behavior (with probability
measure u) the probability that some of the X; take values in S° is zero. We thus have
reduced the problem to one of estimating the support S from X, X5, - - -, X,. This
problem is considered in the next section. Then in § 3 we introduce a counterexample to
illustrate the necessity. of certain conditions imposed in § 2.

The second problem that we consider is concerned with taking » new measure-
ments which are independent with common unknown probability measure ». In this
case we assume that the system might have changed, but we are concerned with whether
or not the system might exhibit abnormal behavior. We assume that the system still

functions normally if the support of » is contained within S. This problem is treated in
§4.
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2. Detection based on a single new observation. We assume that we have qne new
observation X, and we want to know whether or not X belongs to S, the support of u.
Therefore, we will estimate S from X3, X5, - - -, X, and base our decision upon this
estimate. The obvious estimate is

1) $»= U ACXip),
where p, is a number depending only upon » and A(x, a) is the closed sphere centered
at x with radius a =0 given by
A(x,a)={y:yeRand |x —y|=a},

where | - || denotes the L,(p = 1) norm on R”. The decision rule is simple:

Decide X S if X £ S,.

Decide X e S if X € S,.
. The probability of making an error, given X3, X5, - - -, X,,, is
L,=P{X eSAS,|X1, X2, -, X}

=v(SAS,).

The detection procedure is said to be consistent if L, > 0 in probability. It is
called strongly consistent if L, > 0 with probability one (wpl). In this section we give
two theorems; the first establishes consistency, and the second establishes strong
consistency.

THEOREM 1. Let u be any probability measure on the Borel sets of R®, let v be any
probability measure on the Borel sets of R* whose restriction to S is absolutely continuous
with respect to u, and let the positive numbers p,, satisfy

(2) Pn =S 0
and
3) np? = co.

Then L, 50in probability.
Proof. Let M and « be positive numbers and let

B.=[-M,M1*N{x: u(A(x, p.)) Z apa}.

Let ¢ and & be arbitrary positive numbers. Noting that

L= L - u(dx)'+L v(dx),

n wns

we have that

@) P{L,,é3a}§%y(SﬂBf,)+P{J’

S.Ns°

V(dx)éa} +P{J‘

B,NS NS

v(dx)= s} .
Now note that

“/(SNBY = r{(-MMI I+ [ wiaw),
€ € € Js

NG,



482 LUC DEVROYE AND GARY L. WISE

where
Co={x:(A(x, pn)) <ap}.
If M is sufficiently large, we have that

1V(SﬂBﬁ)§§+lj v(dx).
€ 6 els

nc,

Now we show that as n - o0, the set C,, has u-measure smaller than an arbitrary positive
number v if « is sufficiently small. Notice that, for K sufficiently large, we have that

w(C)=u(C, n[—K,K]")+%.

Let n' be such that for all n > n', p, =1; and assume that » >n’'. Now find N points
X1, X2, , xn in [—K, K] such that for every x in [-K, K% ||x —x:||=1 for some i.
Then we have that :

N

L"”(d")é 5

[ w(dx)+Y
i=1Jc,nAx,1) 2

Y
=Na+Y
“Ta

<v
for « sufficiently small. Since » restricticted to S is absolutely continuous with respect to
u, we know that we can pick vy so small that u (C,) <y implies that (1/¢)»(SC,) < §/6;
and thus the first term in (4) can be made arbitrarily small if n > n'.
By the Lebesgue dominated convergence theorem, we have that
v(T,NS)>0 asp,-0,
" where

T.= U A(x, pn),

xeS
because S, the support of u, is a closed set. (Recall that the support of w is the set of all x

such that w(A(x, £))>0 for all £ >0; equivalently, it is the smallest closed set with
u-measure one.) Since X; € Swp 1, we have that

J' V(dx)gj v(dx) = (T, N §)-50,
S,.NS°

T.NS*

and thus the second term in (4) goes to zero as n— 0.
Next, we need only show that

P{V(B,,Sf,S)és}<§

for n sufficiently large. By Markov’s inequality, and writing I to denote the indicator
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function, we have

P{r(B,S5S)= e}é—i—E{v(B,,Sf,S)}
1 n
= L[ 1P| 1 (1%~ X1> 01X}

= ;];E{I{B,.HS}[l —u(AX, p)]"}

< %E{I{Bnns} exp [~nu(A(X; 0,))}

1

§;E[I{B,,ns} exp (—napy)]
1 d

§; exp (—anpy)

0. QED.

The strength of Theorem 1 is that it holds for all probability measures u and a large
class of probability measures ». For instance, the condition of the theorem holds if both
u and v are absolutely continuous with respect to Lebesgue measure.

Now we present a theorem which establishes the strong consistency of the
detection procedure.

THEOREM 2. Let u be any probability measure on the Borel sets of R let v be any
probability measure on the Borel sets of R? whose restriction to S is absolutely continuous
with respect to u, and let the positive number p, satisfy

pn—n>0

and

(5) Y exp (—anpl)<oo foralla>0.
n=1

Then L,,—LO wpl.
Proof. Using the notation in the proof of Theorem 1, notice that

plu (Ln238)}é-:jV(SﬂBf,)+P{nL§Jk[V(S,,ﬂSC)és]}

n=k
+P{ U [»B,NSN sz)zs]}.
n=zk

The first term in the above upper bound is smaller than §/3 as shown before. The second
term is upper bounded by

P{nLng[V(T,, OSC);S]}.
Let

ne=min{r:r=k and p, 2 p, for alln = k}.
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Then we have that
Pl U T.ns92 e]} < Pl (T,, NSz e} 50,
n=k

by an argument as in the proof to Theorem 1. Finally, by (5) and an inequality
developed in the proof to Theorem 1, we have that

P{ U [V(Bnmsns;);s]}g Y P(B,NSNSS)Ze}
n=k

n=k

1 ik
=Y ;exp (—anpy)—0.

n=k

Theorem 2 follows by the arbitrariness of e. Q.E.D.
Notice that condition (5) is satisfied if

"o
logn

The converse of this statement is not always true; however, the monotonicity of p, is
sufficient for the converse.

3. A counterexample. In the preceding section, the area controlled by the spheres
A(X,, pn) is, roughly speaking, proportional to np 4 Condition (5) is natural because it
allows this area to grow in case S has a very large (or infinite) Lebesgue measure. What
puts a restriction on the detector is the condition that the restriction of » to S is
absolutely continuous with respect to u. We now show that given any sequence {p,.}
satisfying (2) there exist u and » such that the procedure is not consistent. Thus adding
any condition on {p.} besides (2) will not enable us to remove the condition on u and ».

Let p, — 0 and let f be a density function on R? such that

n J‘ f(x) dx =S 0,
A(6,0,)

- where 6 denotes the origin. Let u have density f and let » be atomic at the origin.
Clearly,

PiL, = 1}2“

(A(6,0n))°

[1 - J’A(o’pn)f(x) dx]n

—h IA(O,Pn)f(x) dX] o
1 “IA(o,p,.) f(x) dx

To construct such a function f, let g, = 1/n +supi=. pr, and let

£x) dx] "

éexp[

f6)= 3 ailioy(o),

where
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y; is a point in R? whose first coordinate is p; + (3; — f:+1)/2 and all other coordinates are

zero and
M= [ﬁ (i+1)2] b dx| .

i

Clearly, f is a density and

© 1 1 1n
n x)dx=n S——=——0
J’A(O,pn)f( ) i_z:nlz G+1)?% n

4. A detection problem. Assume that we now have two sequences,
X1, X5, -, X,and Yy, Y, - - -, Y,, of independent R“-valued random vectors. The X;
have probability measure . and the Y; have probability measure », both unknown. For
the sake of simplicity, we have assumed that the sequences are of equal length. The X;
again correspond to normal behavior, and we say that the Y; are abnormally distributed
if with positive probability Y; takes values outside S, the support of w; that is, if
v(S°)> 0. Notice that this problem is quite different from the one of the detection of a
change in distribution function (the problem of detecting whether » = u or not). We
propose the following detection procedure. Let us construct .S, as in (1) from the X
Define

Zi=I(Y,~ES,,}a Téién,

and let
N.=Y Z
i=1

be the number of Y; falling outside S,. We decide that »(S°) =0 if N, <k, and that
v(S°)>0is N, = k,, where {k,} is a sequence of integers satisfying

n
k,— 0

and

S | &

——0.
Formally, we put

D,=1 ifN,=k,
D,=0 if N,<k,.

The criteria of the goodness of the detection procedure now are

L, = P{D, = 1} under the hypothesis that »(S¢) =0
and

L, s = P{D, = 0} under the hypothesis that »(S°) = 6 > 0.

In the remainder of this section we introduce conditions insuring that L, and f,,,,,s tend
to zero as n grows large.
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THEOREM 3. IfL, 50in probability, then L,s—0.
Proof. Notice that

E{Nn|X1’ X29 e
n

X} _ LC v(dx) = v(S%)+v(S5 N S)~»(S, N )
=6-v(S,NS°)
=6—L,.
Let n' be such that for all n >n', k,/n <8/3, and consider n > r'. Then we have that
P{D, =0}= P{N, <k,}

=E{P{Nn—E{anX1,X2’ tte ’Xn}
n

<kn_E{Nn|X1’ X2, e ’Xn}|X1,

XZ, e ,Xn}}

n
N,—E{N,| X1, X3, ,Xn é
éP{Ln26/3}+E{P{ { I :1 2 }<—§‘X1,X2,.'.’Xn}}-
Notice that, conditioned on X1, X3, * « -, X}, the Z; are independent identically dis-

tributed {0, 1}-valued random variables. Using the inequality of Hoeffding [4], we get
that

PD, = 0}=P{L,=8/3} +exp [—2n(§)2] %0. QED.

COROLLARY. Assume that (2) and (3) hold and that u and v are probability
measures on the Borel sets of R® such that the restriction of v to S is absolutely continuous
with respect to w. If v(S°) =8> 0, then f,,,a —0.

THEOREM 4. If ky => o, SUpnpn < ,

2d
n n k
o Lo and —zb>0,
npn

log n

if v has compact support completely contained in S, the support of u, and if there exists a
finite constant K with

(6) v(A(x, @) =Ku(A(x,a)) forallxeS and a>0,

then L, 5o0.
Proof. Pick M so that »((—M, M]*) =1 and define the sets B, and C, by
B, =[-M, M} N {x: u(A(x, pn) = Bp2"},
C.= [—M9 M]d N {x: I-L(A(x’ pn)) < Bpid},
where B is a positive constant.

Let x1, - - -, Xm, be picked such that for all x in the support of v, [|x — x;| = p,/2 for
some i. Let y be a constant depending upon p, M, and d, such that m, =[1+ (y/p.)]*



DETECTION OF ABNORMAL BEHAVIOR 487

Then we have that
v(SB)=v(C,)

5 A cal=5))

kY u(C,,A(xi, &».
i=1 2

A

9

IA

Since x € C,A (x;, p,,/2) implies that C, A (x;, p./2) = A(x, p.), it follows by the definition
of C, that (7) is further upper bounded by

d
(1+1) ko2
which by choice of

b
3K247 (v +sup.p})

B<

is smaller than bp?/3. Now,

E{anxla et aXn}

=v(S%S)
n
=v(SB;)+v(S5SB,),
and
P{D,=1}=P{N,=zk,}
'Nn_ENn‘IX,"',Xn n c c
= £{#| { 'n ! };%—V(SB,,)—V(S,,SB”)]XI, . X}}
§E[P{Nn —E{NniXIa ) Xn}g!&_g_bpzlxl’ o ,Xn}}
n n 3
c bo
+P{v(S,,SB,,)§ :
— DY d
§E{P[Nn E{anxla aXn};% Xl, .. ,Xn}}
n 3
+ 3d ‘e.xp (—Bnplt)
bpy

bpA21 3
=exp [—Zn( P ) ] +—exp (—Bnp2?).
: 3 bpy
Here we used Hoeffding’s inequality [4] and an inequality from the proof of Theorem 1.
The first term on the right hand side &f the above bound obviously goes to zero as n - 0.
To see that the second term does also, let

npy’

@—n=g(n),
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and notice that

1
exp (—ﬁnpid)_exr) (log n[2 loge_Bg(n)D "0 QED
oo - (g(n)logn)'’? e

COROLLARY. Letk, = bnpﬁ for some b >0, let p, —n>0, and let npf,d/log n —'}091. If
condition (6) holds and if v has compact support completely contained in S, then L,,— 0.
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